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"IsSuccess": true,
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"IsSuccess": false,
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Content-Type
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oley ,o QueryString ;o 09250 1o gl ) o Lo String
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"TraceNumber": 13,

"ReferenceNumber": 100200300400500,
"TransactionDate": "2019/01/29 18:07:29",
"Action": "1003",
"TransactionReferencelD": "636843820118990203",
"InvoiceNumber": "80",

"InvoiceDate": "2019/01/29 18:06:43",
"MerchantCode": 550166,

"TerminalCode": 550363,

"Amount": 10000,

"IsSuccess": true,

"Message": IIJ:‘“‘J ?w‘ 4_' Q\g&n&‘—"

{

"IsSuccess": false,

"Message": "Cuwi yiire byl (S 5

}

{

}

"InvoiceNumber": "123456",
"InvoiceDate": "1349/04/04",
"TerminalCode": "1",

"MerchantCode": "1"

" TransactionReferencelD ": "324324234"
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https://pep.shaparak.ir/Api/vl/Payment/VerifyPayment
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POST
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Content-Type *

{
"IsSuccess": true,
"Message": "3 aladl i ga by lilac "
"MaskedCardNumber": "5022-29**-****.2328",
"HashedCardNumber":

EOF48E39D50B54DB906958182",
"ShaparakRefNumber": "100200300400500"
}

{

"IsSuccess": false,
"Message": "Cuui yiiaa ) (iS5

}

"2DDB1E270C598677AE328AA37C2970E3075E1DB6665C5AAFD13
1C59F7FAD99F23680536B07C140D24AAD8355EA9725A5493AC48

(V Cang) 5995 byl )b Jlozms (sl String Sign *
LS o, Lo String InvoiceNumber *
S8 String InvoiceDate *
Jlso 5 oS Int TerminalCode *
03 ppdy A5 Int MerchantCode *
ST e Decimal Amount *
2018/09/18 15:15:13 Cea s b 2S5 Jlo,l oyley | String TimeStamp *
False | True Bool IsSuccess
PL“-’ String Message
oads Mask & yg0 a5 jlas 15 & )lS o, Lo String MaskedCardNumber
ooy Hash & jgo 4 a5 &5 0 ) les String HashedCardNumber
S plo gl ylo e String ShaparakRefNumber

o
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https://pep.shaparak.ir/Api/vl/Payment/RefundPayment

LJ")‘)T

POST

Application/json cewlgs ;0 (ggizme Cuoyd

Content-Type *

(Y o) 25 slo el )y Jluzms slasl | StriNg

Sign *

"IsSuccess": true,

"Message": "5 aladl i o by Slilac "

"IsSuccess": false,

"Message": "Cuwi yiine byl (S5

555 o, Lo String InvoiceNumber *
59551 2o b String InvoiceDate *
Jlse 5 a8 Int TerminalCode *
0l pdy oS Int MerchantCode *
2018/09/18 15:15:13 o yd b (2iST5 Jlo )l ley | String TimeStamp *
False | True Bool IsSuccess
play String Message

Lo

L g w Sleslyd 9 o Cya swagger 3l solaiw! A

@Sy sle g 4l cand ulg e https:/pep.shapark.ir/swagger/ui/index .ol 3l eslatl L

g 29 SlFd Caa Dledlbl gl uimmen (9,5 5 (89959 Gl Cuyd ¢ dbg e Slidg o e

185 % oyol & anxlye b« VerifyPayment oo Slgs1,8 o9 5l ol cya Jle job a4 anles csalin |, o

g odalive |y b (29,5 5 (63959 9 09,5 I b g pr Send 11 090 cnl (5 (o0
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a5, 03003 g0 Aol 835 dg,8 bhawgi axdr pll 1,5 G ulocsw e wansedw Oloj oae Sly g a8y Ll a0d ploel cudden b s Gllec a5 a,0.0 53
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2y Sy eS8 fuyli g 9__<Lv aylocdr Lk adiply > gl Sl s Azrgs . lod 3g> S Uy ol G ul_'A_,l 3185l SigySI cas oy -.)uuq;_n.u_;
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Implementation Notes
Sample request:

{ "InvoiceNumber": "920", "InvoiceDate™ "2019/01/27 17:57:06", "TerminalCode™ "550363", "MerchantCode": "550166", "Amount": 10000,
"Timestamp": "2019/01/27 17:57:06", }

Response Class (Status 200)
OK

Example Value

i

Response Content Type | application/json v

Parameters
Parametar Value Description _ll?\ar\’;zmeter Data Type
invoiceDetail (required) Sl 3 e S T body Example Value
{
“Amount": "string”,
“InvoiceNumber”: "string",
i "InvoiceDate™: "string",
"MerchantCode™: "string",
Parametar content type: “TerminalCode®™: “string”,
application/json v “Timestamp”: “string”,
"sign": "string"
3
Sign szl header string
Try it out!

yolyb yeb een o (sample request) (635,59 diged Wiled dbgy e WS o Invoicedetail o, 50,5 o405
aaxdo Coond ot 0 |y T ass g 00,5 Sle3l B 1, o opl asly oo Try it Out asSs 0485 g Ll

‘;».».».o”“’ | ‘SLb‘iju :\ wg..\_a

IS5 aiS o o0laiwl SSL S g 51 SO ol o SOL ol g 0nippdy Sl cpmland ol bLS L (61,8 5 cqe
aS Sledbol .l cole g g )5 o Dbl (5 K50, sl g o, lailnl S SSL (Secure Socket Layer)
035530 3l oads Aol SleMbl ol i (s 5 Wigd oo Syl 0als joy O jguar g g0 dolue SSL Jlas! G Loy
Olaobol b ailsny a5 0’ oo ol 2 1) Ol ol b yido 9 oS 5 (612 SSL g oo cdablone gons 1l b (o



SF July Sudg SIS 1 8 i (3 gl 5l Al w1

Fsw Gaob ) e -l S I a0 RSy i o8 o 4y Jlai) aaa iy )
V4 dsdia PEP IPG REST MultiPayment.13971124.Ver3.00 AARAVARYVARS

LRy IR TETN=L v

Sl CSily

SO 6ol e oS oyl dle e ko ol 0y SO ) (g guliel OL5 0 kel aile) 095 ledis]
Al oo SSL Certificate < 4 5L5 SSL Ll
o (65l Lol wiST 0olaiwl SSL JSTg 1 51 5 005 pdy Gl aS 098 oo Slpiiin (puioren

SSL SSL Change 3
Handshake | Cipher Spec il HTTFP
: Protocol
Protocol Protocol

S5L Record Protocol

TCP

IP

ailen) oy > (Jbo Sledbl 5l plaSze 51wl o pdy a5 cewl (pl sl o sainils 5 s (S

b9 o ledbsl g5 e (6 i 3l ok pdy o e 4 098 allas (g D, G, dalS (D )IS Sl
g se 3)ly g ol )0 5o B0 a5 gy Sledlbl o soled 9 IS gai 2l
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public string GetSign(string data)

{

var cs = new CspParameters { KeyContainerName = "PaymentTest" };
var rsa = new RSACryptoServiceProvider(cs) { PersistKeyInCsp = false };

rsa.Clear();

rsa = new RSACryptoServiceProvider();

rsa.FromXmlString("<RSAKeyValue><Modu-
lus>2viW514pF6e2xBe4LOpql9702/Xm6A4ktgYme+S/7SAQglFYb9swyrXzeeZGMOFDz1i -
UuxPJpCmG85As35L3PBHc5D/ cVIWt7HyrgoygXguzIVFLQPCS-
kG1Phiu/9wXF1l+wt579310apjYIMI9vzwswlX8W5HMWOO2snNR4Gh+KujE=</Modulus><Expo-
nent>AQAB</Exponent><P>7TpcqQxQSnxQuGXglgAEXDjkLZRu-
WXMsMZ1HcGs9B659ZCtyx0K9PZeBb+rSbsDiQ53ME7gfr1qez503s8V3Kw==</P><Q>7E1IMHADjw9SjcIo
A9ZiEtdZN-
lesfuxImTJI3ZSgVILHM1DzpddZiz0iPMcoIB30p9DUybVOYyA92Ks9vPONlemEw==</Q><DP>M5IXaKyDm9
2wkpWbLgps/tc7S21UH9/4wIRnb1lnxt4TIP41udODb8NLIObGjs239AiQAp-
FzHjpBNg+Rv8APCZw==</DP><DQ>t1v15PFHzorvPgDJ18xAh/9Ce+1W2UuvTtt-
baFalLvyi/0Y74Qa56vs559DVius1KF4zwKyGiHteDE6YEXWuN4w==</DQ><InverseQ>psObU-
JXxFx2RxXgvA8nU+C+RSGVI3UgoUMDIL+asg2YrCSj11S1RQquaYh+bkIY3sb58/5VpzRZ1/DufdZ1l/LFw=
=</InverseQ><D>0Ohw2yioPTfsgHRPFHXqjyoAoMfNJU8DNnS9arUzTRupY101hbCY+9718Ra-
DAhr/Ob/pcRDaVfATebaMwjUt2kpXe6R5TQ7dfShxNgbBgQtPBXvjuhoOtU6mFOWSYE -
GQUESsVsVSexvIyM/I1aXjom9BHVSpOgp6+Ib5yYM/G2PnbU=</D></RSAKeyValue>");

byte[] signMain = rsa.SignData(Encoding.UTF8.GetBytes(data), new
SHA1CryptoServiceProvider());

string sign = Convert.ToBase64String(signMain);

return sign;
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public static string CallPaymentMethod()

{
var sendingData = "{ \"InvoiceNumber\": \"123456\", \"InvoiceDate\":
\"1349/04/04\",\"TerminalCode\": \"1\", \"MerchantCode\": \"1\", \"Amount\":\"1000\",
\"RedirectAddress\":\" https://www.sample.com/PaymentResult\",
\"Timestamp\":\"2018/09/18 15:15:13\", \"Action\":\"1003\",
\"Mobile\":\"09122222222\", \"Email\":\"BuyerName@Sample.ir\" }";

var content = new StringContent(sendingData, Encoding.UTF8, "application/json");
var request = new HttpRequestMessage

RequestUri = new Uri("https://pep.shaparak.ir/Api/vl/Payment/GetToken"),
Method = HttpMethod.Post,
Content = content

s
request.Headers.Add("Sign", GetSign(sendingData));
var client = new HttpClient();
client.DefaultRequestHeaders.Accept.Add(new
MediaTypeWithQualityHeaderValue("application/json"));

var response = client.SendAsync(requestMessage).Result;
return Encoding.UTF8.GetString(response.Content.ReadAsByteArrayAsync().Result);
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<form id="PaymentForm" method="post" Action="https://pep.shaparak.ir/payment.aspx" >
<input type="hidden" name="Token" value=" ,gsmw oy g,b 28k, Ss" />

<input type="submit" name="submit" value="o,s 4 Jl," />

</form>
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